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Cyber criminals use BUSINESS INTELLIGENCE
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IN THIS CORNER WE HAVE
FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE , ETC.
AND N THIS CORNER,

we Have Dave//




of firms discovered cloud usage ‘
outside of security policies

mobile devices are infected at
any given time

Sources: 2013, IDC US Cloud Security Survey; 2015, IBM X-Force
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800,000,000+ records

40% increase




What are we doing about it?

= Adding another tool
Hoping it’s not me
Building more barricades
Skipping the basics
lgnoring privileges
Blocking the cloud

Betting on BYOS




What are we doing about it?




%o

A NEW APPROACH TO

SECURITY

Ob @

2]




Establish security as an immune system

Endpoint patching
Firewalls Incident and and management

threat management .
Sandboxing Malware protection . Transaction protection

Virtual patching Anti-
virus

Network visibility )\(
Content security
Application Fraud
scanning protection

Device management

Log, flow and
: data analysis q q
SEEUIE] Anomaly detection Nl

Fraud

Intelligen e
g Vulnerability
Threat assessment
Criminal

Application research -
security denti detection
management o > entity
and Access
o Cloud visibility
Data monitoring and control

Applications }

Access management
Identity management

Data access control
Entitlements and roles
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Is your security intelligence limited to just log analysis?

Policy Events Detail

Timestsmp Policy neme Record type Source IP port
2012-11-18 OUTBOUND- 1.102:40277
OUTBOUND-
OUTBOUND-
OUTBOUND-
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OUTBOUND-

OUTSOUND- s T 02:50270
OUTBOUND- CREATE 1.102:4
OUTBOUND- INTERNET
OUTBOUND- NTERNET
OUTBOUND INTERNET
OUTBOUND- NTERNET
OUTBOUND- INTERNET
OUTBOUND- INTERNET
OUTSOUND- INTERNET
OUTBOUND- INTERNET
OUTSOUND- NTERNET
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Use an analytics dashboard to hunt

Fortune 5 energy company

M Configurations M Identities

Dashboard Forensics Reports

M Assets 1 Security Monitoring New Dashboard Rename Dashboard €3 Delete Dashboard ~ Add Item... ¥ Refresh Paused: 00-01:00

My Offenses Top Category Types

Offense Name Magnitude Category Offenses

DDOS Detected Eirewall Permit
OS Attack: MS SMB2 Validate Provider Callback CVE-2009- Potential Botnet Connection
3103 Misc Exploit
Risk: assess devices (i.e firewalls) that allow banned ACL Dent
protocols from the Internet Wi
‘eb Exploit
XEorce: Communication to a known Bot Command and
Control containing Web. HTTPWeb Flow Bias (Total Bytes)
XForce: Connection to a known Malware site is detected

10/21/13 12:21 AM - 10/21/13 6:21 AM
Top Services Denied through Firewalls (Event Count)

M Vulnerabilities

¥ Legend
@ Vedium High Low @@ Warning (@l Unknown

Reset Zoom 21/10/20

Top Systems Attacked (Event Count) @608

21/10/2013 04:17 - 21/10/2013 10:17

Event Count (Sum)

M Flows
¥ Legend

(1) Mostly In (@ Mostly Out (il Near Same
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Can your identity and access capabilities scale?




Manage the identity lifecycle for 100,000 employees

Multinational manufacturer

Attributes of users assigned Role 1048
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Percentage of users with John's attributes assigned Role 1048

COLY

65% 73% 41% 30%

DIVISION COUNTRY

Users

Attribustes:
JCOMPANY

¥ DEPARTMENT
~ DIVISION
JCOUNTRY

¥ PROJECT

Ehmww«

‘ ) Users similar to Jane have high uncertainty. Recommending review.

Proposed Rule(s):

{DEPARTMENT IN ('AB’, 'YA', 'CB') AND PROJET IN (13002,20121,03911)}
{COMPANY = ‘US'AND DEPARTMENT IN ('XY', 'ZS', "WA')AND PROJET IN (12389,1268,124,12497)}

;/‘KUJL(T

; Users similar to John are assigned Role 1048. Recommending approve.

Chckingon an
attribute value
provides the
fraction of the
users with that
value assigned
the role.

» Peteris requesting access to a sensitive application, which is always denied. Recommending reject.

Covers

25%
10%




@Jrity Advanced

Applications } |nte||iy Fraud

Identity
and Access

Applications




Are your applications secure before they go-live?

ol
F— _— 1Q _— @.

of vulnerability disclosers of the top mobile
are web application vulnerabilities apps have been hacked

Applications

Source: IBM X-Force Threat Intelligence Quarterly, 1Q 2014




Manage 2,500 apps and reduce vulnerabilities by 33%

1BM APPSCAN ENTERPRISE MONITOR

Dashboard Portfolio [Automotive Products] AltoroJ 3.0

All Business Units

204 Total Apps

Medium @

Security Risk Rating What's this ?

Critical High
C—

5 16

Security Risk Rating v/
W & Critical

W &igh

Medium

. . . . . . . - - - - s W GLow
16 High
‘ 29 Medium Unknown
28 Unknown

| I ' :

250

Feb Mar Ap J \ Nov Dec Jan Feb Mar Apr
2015

Applications
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Are you equipped to manage cloud and mobile?

in
Fortune 1000 employees of millennials of organizations

upload corporate use third-party don’t test their
data to cloud apps cloud apps at work mobile apps

“My team is not equipped to manage
the increased employee usage
and demand for cloud”

Sources: Ketchum Global Research & Analytics Survey, July 2015; “Security for the Cloud and on the Cloud”, Security Intelligence.com, November 2014
Endpoint

Advanced
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Embrace the cloud but not the risk

EMPLOYEES

Quick Insights

High Risk Applications Total Applications

487 1.3k

Unique Users

10.2k

Past 30 Days v

High Offenses

89

Applications

Unknown Connected

527 ~ 996 ~

High Risk Applications vs. Total Applications

Proxies

Proxy Users Proxies Online

1.4k N 5

Proxy Latoncy by Data Center

Offenses

Active Hidden

1.3k 7 37\

High Offenses vs. Total Offenses

W

"i!l

Mo~ W

Users

Unknown High Risk

73 7 723 N

Top Offenders

Application

Zippy Share

Business

56 high alerts
1.2k total users

Traffic

Rogue Activity Total Volume

149 7 1.8gv

Jessica Malastname
Marketing

24 high alerts
15 unapproved applications

Rules

Enabled Disabled Inactive

18 1 4

Offense

( ) Threshold exceeded on
unapproved application in 24 hrs

17 applications affected
398 users affected




Roll out security on 100,000 devices in 6 weeks

My Alert Center
Last Analyzed: 10/02/2015 15:09 EST

D 2 Malware Detected D 2 No Device Passcode D 3 Not Enrolled
Devices Devices Devices

D 6 Corporate Devices D 8 Location Service Disabled D 33 Location Service Enabled
Devices Devices Devices
D 30 BYOD/Personal Devices D 33 Android Devices

Devices Devices

View more

Mobile

Endpoint

Advanced
Fraud
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Do you know where your crown jewels are?

2%
of intellectual property
in the U.S. is stolen each year

70"

critical assets




Analyze and protect 3,000 databases

Where
Server:
Database:
DB Type:

Source
Program:

Who —
DB User Activity Outliers Errors Violations

08 Use: Monitor and control data

gg:]r:ame: Server Database DB Type Source Program
Client IP:
170.184.177.111 SYBASE SYBASE IJOROBDTDO2vBNB 76bd8597d10e17289873nv22500989f88f
What 170.184.177.111 SYBASE SYBASE IJOEONK42LK2N8K 798sn890260m123vn24vehg8ua78930gs
DB User: 170.184.177.111 SYBASE SYBASE PNAT7DO02KINTLAN azxc092mspoiB893mcb2438ighuyo1026sx
OS User: 190.197.125.078 ORACLE ORACLE B40CIY0073DAS4L pmw3247mnem6487zvag1230mnkle897n
Client 190.197.125.078 ORACLE ORACLE POB256VXCTWAM imo4028vnucbvw384vchjpOkasv12ztyhs2
Hosname: 190.197.125.078 ORACLE ORACLE  OSNX78250ZQVP3  pmnhe7269xbnu3vv23894nzx3wxmiBneb
CRILIE: 126.902.287.072 DB2 DB2 OPNONK42LK2N8K qnzmn988723nxcodhfss938749872vc23c
126.902.287.072 DB2 DB2 IJOEONK42LK2CL8 az2mxnccn874bviuyafgtevecev35987767a
109.788.942.021 MYSQL MYSQL IUPMI24NK42LK2N8 127mnbvoiuaureouy09cfadwexrvdwerepob

When




Security requires

Collaboration




Collaborate more effectively than the hackers

Seal’Ch AlertCon™ Threat Level
Activity Collection

Timeline My Collections

Current Threat Activity Vuinerability research
I 1l h
).233.187 186.3.44.230 190.253.187.144 197.27.87.11 41.143.58.200 186.56.134.65 Vulnerability researc

a Ecuador Colombia Tunisia Morocco Argentina Howmi WAF Sie bufier overfiow

Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs m, Dynamic IPs PCRE regular expression bufler overfiow

Security Intelligence Blog

Organizations Ramp Up on NoSQL Databases,

But What About Security? Vuinerability research
Comparing Free Online Malware Analysis Vuinerabity research
Sandboxes Shared with me
Business Continuity: The Unsung Hero of

ith t
Security Intelligence There are no collections shared with you ye!

Publi

Possible Web Exploit
presentation
presentation

Bill Gates Botnet

Malicious IP addresses in the last hour

Command and Control Spam Malware Scanning

1,606 1 1,266 a7 55




Establish your security immune system

Applications ﬁ;zw Pvanced

Fraud

: h{ Identity

= Govern identity and access = Safeguard cloud and mobile
" Protect crown jewels = Apply intelligence and analytics

= Manage application security = Collaborate globally
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UNBREAKING NEWS |

- o P
NO BREACH DETECTED "% "B

MILLIONS OF CUSTOMERS'  DATA SAFE & SOUND




IBM at Reboot

Yy @IBMSecurity

Drop off your feedback form for a FREE Gift at IBM Booth # 16

Time

Topic

Speaker

Role

February 4
11:05 AM —-12:15PM

Panel B: Big Data Analytics

Paul Lewis

Executive Consultant Security
Services, IBM

Lecture
Theatre

February 4
11:05 AM —-12:15 PM

Panel C: Government as a Platform

Dr. Peter
Williams

IBM Distinguished Engineer,
Chief Technology Officer, Big
Green Innovations

Salon C

February 4
12:15PM - 1:30 PM

Luncheon Keynote: Securing the Cloud:

Making Cloud an Opportunity to
Enhance Security

Greg
Coughlin

Director, IBM Canada

Crystal
Ballroom

February 4
2:00 PM -2:30 PM

IBM Breakout — Life on the Edgepoint:
Winning the Battle Against Cyber
Attacks

John Beal

IBM Endpoint Security & Saas
Leader. IBM Canada

Lecture
Theatre




Continue the Security conversation!

® o
O‘ Get Social! #IBMSecurity at | #PSV2016

: Visit IBM Security in the Victoria Conference

- Center
O [% ‘ Booth #16
=]




Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise.
Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or
product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are
designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. 1BM

DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY
PARTY.

THANK YOU

G IBM Security

Intelligence. Integration. Expertise.
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document may be reproduced or transmitted in any form without written permission from IBM.

U.S. Government Users Restricted Rights — Use, duplication or disclosure restricted by GSA
ADP Schedule Contract with IBM.

Information in these presentations (including information relating to products that have not yet
been announced by IBM) has been reviewed for accuracy as of the date of initial publication
and could include unintentional technical or typographical errors. IBM shall have no
responsibility to update this information. THIS document is distributed "AS IS" without any
warranty, either express or implied. In no event shall IBM be liable for any damage arising from
the use of this information, including but not limited to, loss of data, business interruption, loss of
profit or loss of opportunity.

IBM products and services are warranted according to the terms and conditions of the
agreements under which they are provided.

Any statements regarding IBM’s future direction, intent or product plans are subject to change
or withdrawal without notice. Performance data contained herein was generally obtained in a
controlled, isolated environments. Customer examples are presented as illustrations of how
those customers have used IBM products and the results they may have achieved. Actual
performance, cost, savings or other results in other operating environments may vary.
References in this document to IBM products, programs, or services does not imply that IBM
intends to make such products, programs or services available in all countries in which IBM
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Workshops, sessions and associated materials may have been prepared by independent
session speakers, and do not necessarily reflect the views of IBM. All materials and discussions
are provided for informational purposes only, and are neither intended to, nor shall constitute
legal or other guidance or advice to any individual participant or their specific situation.

It is the customer’s responsibility to insure its own compliance with legal requirements and to
obtain advice of competent legal counsel as to the identification and interpretation of any
relevant laws and regulatory requirements that may affect the customer’s business and any
actions the customer may need to take to comply with such laws. IBM does not provide legal
advice or represent or warrant that its services or products will ensure that the customer is in
compliance with any law.

Information concerning non-IBM products was obtained from the suppliers of those products,
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products in connection with this publication and cannot confirm the accuracy of performance,
compatibility or any other claims related to non-IBM products. Questions on the capabilities of
non-IBM products should be addressed to the suppliers of those products. IBM does not
warrant the quality of any third-party products, or the ability of any such third-party products to
interoperate with IBM’s products. IBM EXPRESSLY DISCLAIMS ALL WARRANTIES,
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

The provision of the information contained herein is not intended to, and does not, grant any
right or license under any IBM patents, copyrights, trademarks or other intellectual
property right.

Other company, product, or service names may be trademarks or service marks of others. A
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