Navigating the Privacy Landscape
in Automated Vehicles
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What is the Connected Car?
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What is a Connected Car?

Autos offering any number of connected technologies, including:
Telematics systems
GPS-based navigation services N oY o, el
Blue-tooth connected mobile devices | |

About 1-in-5 new cars sold this year will collect and transmit data
outside the vehicle.

By 2020, 75% of cars shipped globally will have the software and be
built with the hardware necessary to connect to the Internet.

Connected-car technology is now split between approaches that put
the internet connection in the car and those relying on a secondary
device.
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Telematics Systems

= Installed at manufacture by the OEM

= Examples include:
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Mobile Apps
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OpenTable Pandora Saved Destinations

Smartphones are used to integrate Internet-based
applications with the infotainment platform like Toyota
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Public/Safety Services
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= Event Data Recorders (EDRs) Mandate NHTSA

www.nhtsa.gov

= In-Car Vehicle Diagnostic Tools
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V2X

Vehicle-to-Vehicle (V2V): “the
dynamic wireless exchange of data
between nearby vehicles that
offers the opportunity for
significant safety improvements.”

Vehicle to Infrastructure (V2I):
“The wireless exchange of critical
safety and operational data
between vehicles and highway
infrastructure, intended primarily
to avoid or mitigate motor vehicle
crashes but also to enable a wide
range of other safety, mobility,
and environmental benefits.”
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Everyone is jumping in...

CONSUMERIZATION OF VEHICLE DATA

—— OEM INFOTAINMENT AND TELEMATICS SYSTEMS
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Major players: OEMs/Carriers/Apps

Car Makers : Communications : Software
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Privacy Perceptions Matter

75% surveyed concerned connected car technology could be
used to collect personal data

70% surveyed worried data could be shared with
government/law enforcement

81% surveyed concerned about security and hacking of AVs.

AUTO ALLIANCE

-2013 Auto Alliance survey
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Governmental Concern. ..

“IA]lthough the security system under development is being designed to ensur
data privacy ... the potential perception of a lack of privacy is a challenge.”

»GAO 2013 V2V Report

“Risks to consumer privacy, whether actual or perceived, are intertwined with
consumer and industry acceptance of V2V technologies. For this reason, privacy
considerations are critical to the analysis underlying NHTSA’s decision about
whether and, if so, how to proceed with V2V research or regulation.”

»NHTSA 2014 V2V Report

“In order to address consumer concerns about privacy and enhance consumer
acceptance, V2l applications should contain sufficient controls to mitigate
potential privacy and security risks appropriately. Two critical controls [are]
transparency and consent.”
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Major Privacy Considerations

» Transparency: Consumer disclosures - When? How? What?

» What categories of information might trigger these disclosures?

v

Choice: Will “disconnected cars” be an option?

v

Access: What is the scope of consumer controls?
» Who owns the data?

Accountability: How can industry demonstrate? Where and when?
Data Retention and De-ldentification Policies

How should the FIPPs apply to cars?

vV v. v Vv

Data Security: Yikes!!!!
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New Privacy...and Autonomy Challenge

Does connectivity equal persistent surveillance?

e
: : .
EORUM Of both drivers and their surroundings?



Privacy Pros at the Table

The V2V ANPRM and the FHWA’s V2I Guidance are good starts, but where are
the privacy voices?

Vehicle-to-Infrastructure Deployment Coalition (V2I-DC)
—
V21-DC Executive Committee
Core Stakeholders
V21-DC Chair
(Open Discussion — possible chair from AASHTO subcommittee or core group membership)
|
Vehicle-to-Infrastructure Deployment Coalition will be supported by Technical Teams drawn from the Following Groups
T T e mmmm—mmm m e —— e m—m——————— - — - —— :
1 Transportation System Owner/Operator Associations 1
1 1
1 FHWA, FTA, State and local DOTs, AASHTO, ITE, ITSA, TRB, APTA, 1
1 TS - 1PO, Transit system agencies, IBTTA, American Association of | |
1 AASHTO NHTSA, ETC. I;’:_ facility organizations Port Authorities 1
1 Connected 1
1 Vehicle 1
I Exew‘ive “ I
I | Leadership Team 1
: (ET) Cellular Telecommunications Industry Cooperative Transportation :
i (CTIA), CVTA, OmniAir, Intelligent Systems Pooled Fund Study,
: Car Coalition etc. HOV HOT PFS etc. :
1 1
[ T T T T T O S YT T == 1
C cted Vehicle Deploy t Coalition key functions
1. Collaborate with FHWA on 2015 vehicle i
FUTURE OF 2. i ng USDOT, /op associations, AASTHO, and trade & professional associations
3. Support the development of second phase Connected Vehicle Footprint Analysis
pRIVACY 4. The Vehide-to ion Chair and C Vehicle Executive L ip Team Chair to provide
F Ru input to other Federal, State, and local ion groups iated with V21




Thank youl!

Joseph Jerome
Policy Counsel

@joejerome
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