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Scenario #1 

• Scott 

• Scott works for a major technology 
company as an engineer for the past 2 years 

 



Scenario #1 

• Scott 

• Scott was traveling and accidently left his laptop in the airline lounge. 

• Once he realized he left his laptop behind, Scott notified the IT help desk 
per the company policy. 

• The IT help desk conducted their normal defined process: 

• Corporate Security notified 

• Asset Management notified 

• Account/Identity management team notified to disable/force reset 
passwords 

• Network/Domain trust revoked 

• Device had full disk encryption installed 

• Police Report? 
 



Scenario #2 

• Shayne 

• Shayne works for the same company as Scott, 
but in a different building and they do not know 
each other. 

• Shayne has worked for the company for three 
years as a sales representative. 



Scenario #2 
• Shayne 

• Shayne’s car was broken into while at a restaurant one night after work 
and his laptop was stolen. 

• Shayne contacted the IT help desk per the company policy and notified 
them it was stolen. 

• The IT help desk conducted their normal defined process: 

• Corporate Security notified 

• Asset Management notified 

• Account/Identity management team notified to disable/force reset 
passwords 

• Network/Domain trust revoked 

• Device did not have full disk encryption installed 

• Police Report? 
 

 



Scenario #3 

• Resh 

• Resh works for the same company as Scott 
and Shayne, but also works in a different 
building and department unrelated to the 
other two. 

• Resh is a telecommuter. He comes into the 
office once a week and does everything else 
from home and communicates with his 
manager/team via email and phone. 



Scenario #3 

• HR was notified that Resh may also be working for a competitor and would 
like an investigation to be conducted. 

• Since Resh is a telecommuter, he is not on the corporate network very 
often. 

 
 



What is missing? 

• All the proper processes were followed and notifications were made. 

• How valuable is your data? 

• Do you feel you are not a target? 

 

• Where is the follow-up and follow-through on these incidents? 

• Proactive research can be resource intensive, but is it important? 

 

 



What are we missing? 

• We are missing some context and overall perspective with these 
incidents. 

• Scott 

• Lost Computer 

• Shayne 

• Stolen Computer from vehicle 

• Resh 

• Potentially working for competitor 

 



What tools do you already have in the enterprise that 
may help? 

• Leverage existing IT infrastructure (are any public facing?) 

• SMS/SCCM 

• Active Directory logs 

• Mail/Webmail access logs 

• VPN logs 

• Asset Management tools (persistent tools like Computrace) 

• Antivirus Console (Symantec/EPO) 

• DLP 

 

 





What kind of metadata could you get from within your 
organization, if needed? 

• Public facing vs. internal availability (many security and investigative 
tools focus on internal connectivity only) 

• IP network information 

• Connection history 

• Geo-location information 

• Windows Logon events/details 

• Webmail logons 
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